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«O0 yTBep)KIEHUHM JIOKAIBHBIX aKTOB,
OTIPEACIISIONIIX MOJIUTUKY B

OTHOLICHUH NEPCOHAJIBHBIX JaHHBIX

NHcTpyKuys 0 NPUMEHEHUH CPEeCTB AHTUBUPYCHOM 3a1IUTHI HH(POPMAIUHA

1. TepMuHBI U oNIpeaeIeHUS
B MWHcTpykummu O TNpUMEHEHHH CPEJICTB AHTUBUPYCHOH 3amuThl HHQOpManuu(namee -
WHCTpyKLIKS) UCIIOB30BaHbI CIEIYIOIME TEPMUHBI U OIIPEIeJICHUS:
ITosb30BaTesM - JOJKHOCTHBIE JIMIIA, @ TAKXKE BCE IPYTHE JIHIA U OpraHU3aluH,UCIIONb3YIOIINe
B paboTe cpeiCTBa 3JIEKTPOHHO-BBIUNCIUTEIbHON TEXHUKH.
AJIMMHHMCTPATOPbI AHTUBMPYCHOI 321U THI HH(pOpMaNuH (Janee -aIMUHUCTPATOPbI
AB3) - N0JKHOCTHBIE JIMIA, HAa3HAYEHHbIE OTBETCTBEHHBIMHU 3a JKCIUIyaTallMI0 CpEACTB
AQHTHBHPYCHOW 3amuThl WH(pOpMamuu W obecnednBaromme opraHuzanuio u 3¢ddexruBHOE
UCIOJIb30BAaHUE CUCTEMbI AaHTUBUPYCHOM 3alIUTHI MH()OPMAIUH.
JlokanbHo-BbIUHCANTEABHASA ceTh (nanee - JIBC) - rpynna O9BM, o00beuHEeHHbIE OAHUM WIH
HECKOJIbKUMU aBTOHOMHBIMU (HeapeHayeMbIMH ) BBICOKOCKOPOCTHBIMH KaHaJaMH
nepeaaynu@poBHIX JaHHBIX B MPEJeIax OAHOTO 3/1aHusl.
AHTHBHPYCHAs 3a1IMTa HH(POPMALIUH - CHUCTEMA OPTaHNU3ALMOHHO-TEXHUUECKHA MEPOIIPUATHH,
TpeOOBaHUII W YCIOBUM  HCIOJIb30BAHUSA  3JEKTPOHHO-BBIYMCIUTEIBHON  TEXHUKH,
IpelHa3HaueHHas A [PeJOTBPALEHUS  3apakeHHs  NPOrpaMMHBIMU  BHpYyCaMu
MH(OPMALIMOHHO-BBIUNCIUTEIBHBIX ~ PECYpPCOB  IOCPEICTBOM  TNPHUMEHEHUS  CpElCTB
AHTUBHUPYCHOH 3aIIUTHI HHPOPMALIUH.
BpenonocHasi nporpamMma - mporpaMma JJisi 2JI€KTPOHHO-BBIUMCIUTEIbHBIX MaIllH
(OBM), 3aBe1oMO NpuBOALIAs K HECAHKIIMOHMPOBAHHOMY YHHUTOXEHHIO, OJIOKMPOBAHHUIO,
Mo upUKaK T100 KONMPOBaHUIO HH(POpMaIK, HapylieHuto pabotsl DBM, cucrembr O9BM
WIH UX CETH.
IIporpamMmmHbie BUPYCHI - Pa3HOBUIHOCTbH BPEJOHOCHBIX MPOTrpamMM, OTJIMYUTEIbHON
0COOEHHOCTBIO KOTOPBIX SIBJISETCS CIIOCOOHOCTD K Pa3MHOKEHUIO
(camopernukanumn). B nonoiaHeHne K 3TOMY OHU MOTYT MOBPEXIaTh UJIM IOJTHOCTHIO
YHUYTOXXATh JaHHBIE, TOJKOHTPOJIbHBIE TOJIb30BATEI0, OT UMEHU KOTOPOro ObLIa 3aIlylieHa
3apakeHHas [IporpaMma.
NudopmannoHHO-TeXHHYECKAS CIYy’K0a — CTPYKTYpHOE MTOIpa3eJIEHNE OpraHU3aIiHy,
OTBETCTBEHHOE 32 (YHKIIMOHUPOBAHNE aBTOMATU3UPOBAHHBIX HH(POPMALIMOHHBIX CUCTEM U
3JIEKTPOHHO-BBIYMCIUTEIBHON TEXHUKU. B HEOOIBIINX OpraHn3alusaX Ha HEro MOTYT OBITh
BO3JIOKEHBI U (DYHKIIMH CITY>KObI HH()OPMAITMOHHOM 0€30MMacHOCTH.

2. O01mue moJI0KeHus

1. Hacrosimas MHcTpykuust pa3paboTaHa B IENAX OCYIIECTBJIECHUS AaHTHBHPYCHOW 3alllUThI
uHpopMalnu, coaepkamieiicss U oOpabaThiBaeMOl Ha paboyuMX CTAHLUAX CTPYKTYPHBIX
NOJpa3/IeIeHuil OpraHu3alu , OT HECaHKIHMOHHWPOBAHHOI'O KONHUPOBAHUS, MOIU(UKAUH U
pa3pylleHHs] JaHHBIX, HCIOJB3YEMBIX B JIE€ATEIbHOCTH YUPEKICHHS, a TaKKe HapyLIeHUs
paboThI HCHOIB3YEMOTO MTPOrPAMMHOT0 0OECIIeUeHus PH BO3AEHCTBUN BUPYCOB U IPYTUX
BPEIOHOCHBIX ~ IPOrpaMM  TIOCPEICTBOM  KOMIUIEKCa  OpPraHM3alMOHHO-TEXHUYECKHX
MEpONPHUATHIA IO o0ecTieyeHnI0 HH(POPMAIIMOHHOM 0€301MacHOCTH.
2. Hactosimas HCTpyKIUs onpeaeisieT NopsAI0K IPUMEHEHUSI CPEACTB aHTUBUPYCHOW 3alUThI
B CTPYKTYPHBIX NOJpPA3JENEHUsX, 3a7aud, OOSA3aHHOCTH W TpaBa aJMUHUCTpaTopoB AB3,
NOJIb30BaTENEeH CPEACTB AaHTHUBUPYCHOM 3aluThl HMH(OpMAanuM, MOPSAAOK YCTAaHOBKM U



NpUMEHEeHUs OOHOBIICHHMM, MOJKIIOUYEHHUSI CPEACTB aHTHBHPYCHOW 3allUTHI, a TaKXe MOPSIOK
JMKBUJIALIUH TTOCJIEICTBUN BO3ICHCTBHSI IPOTPAMMHBIX BUPYCOB.

3. TpeboBanus Hactosimeld MHCTpyKIMu 00s13aTeNbHBI AJIs1 BBIITOJHEHHUS BCEMU T0IH30BATEISIMU
u agmuHucTparopamu AB3, a Takke WHBIMEH JIMIAMH, UCIOJB3YIOIIMMH CpPEICTBA
BBIUMCIUTEIbHON TEXHUKH.

4. OOmiee pyKOBOJACTBO OOECIICUCHHEM aHTUBHPYCHOW 3amuThl mHPopManuu B MKJIIOY
nerckuid cag Ne2 ocymiecTBisieTcss OTBETCTBEHHBIMH 32 HH(OPMAIMOHHYIO 0€30MacHOCTh H
TeXHUYECKYI0 3amuty uHpopmaruu UTC.

5. OTBeTcTBEHHBIN 32 MH(POPMAITMOHHYIO 0€30MaCHOCTh M TEXHUYECKYIO 3alIUTy MHPOpPMALUU
NUTC ocymecTBaseT HENOCPEACTBEHHOE PYKOBOJCTBO OpraHM3alMed NpoBeIeHUs paboT Io
AHTUBHUPYCHOH 3aIuTe MHGOPMAIMK B OpraHu3anuu yepes corpyanukoB UTC.

6. IlpakTHueckoe pelIeHHE 3ahad, CBA3AaHHBIX C OpraHM3alMed aHTUBUPYCHOM 3alUThI
uHPOpPMALIUK U TPUMEHEHUEM CPEICTB aHTUBUPYCHOH 3aIIMThl MH(POPMAIIMU B CTPYKTYPHBIX
noJpa3/ieICHUsIX, ocyliecTBisgercs: corpynnukamu UTC.

7. 1lpy BO3HMKHOBEHWM CHUTyallMii, HE BKJIIOYECHHBIX B IIOJIOKEHMsS Hacrosuien MHcTpyknuw,
pellleHne NPHUHUMAETCs aaMuHucTparopoM AB3 1o cOIIacoBaHMIO C OTBETCTBEHHBIM 3a
WH(OPMAITMOHHYIO O€30MMACHOCTh M TEXHUYECKYIO 3ammuTy nHpopmaruu UTC.

3. Ilopsnok NmpUMEHEHHsI CPEeICTB aHTHBHPYCHOW 3alluThl MH(pOpMAIMKU B 00pa3oBaTeIbHOM
YUPEXKIECHUU

1. CpenctBa aHTHBUPYCHOM 3amuThl HMH(OpPMAlMM [JODKHBI YCTAHABJIMBAaTBCS Ha BCeX
CPEJCTBAaX BBIYMCIUTEIbHON TEXHUKH, 3KCILUIyaTHUPYEMBIX B OOpa30BaTEIbHOM YUPEXKJIECHUU.
[Tpu TexHOJIOrMYecKoW HEOOXOIMMOCTH Ha OTAEIbHBIE CPEJICTBA BBIYMCIMTEIbHON TEXHUKU
CpeACTBa AaHTHBHPYCHOW 3amIUTHl MH(OpMAIMM MOTYT HE ycTaHaBiMBaThCs. CHHCOK TakuX
UCKIIIOUEHUH yTBepxkaaercsa pykosoaurenem MTC u nepecMarpuBaeTcs €KerogHo.

2. Tlopsimok NMpUMEHEHHsI CPEJCTB aHTHBHPYCHOW 3alIMThl MH(OPMAIMU YCTaHABIMBAETCS C
Y4€TOM COOJIIOJICHUS CIIEIYIOUINX TPeOOBaHMIA:

- 00s3aTeNbHbI BXOJHOM KOHTPOJb 32 OTCYTCTBMEM IIPOIPaMMHBIX BHPYCOB BO BCEX
HOCTYNAIONIMX Ha OOBEKT HWHPOPMATU3ALUKM AJIEKTPOHHBIX HOCHUTENAX HH(MOpMAaIHH,
MH(OPMaLIMOHHBIX MACCHUBAX, IPOTPAMMHBIX CPEICTBAX OOIIETO U CHEIMATbHOTO Ha3HAUEHUS;

- o0si3aTenbHasl MPOBEPKA BCEX AJIEKTPOHHBIX MHCEM Ha MpPEAMET OTCYTCTBHUS MPOrpaMMHBIX
BHPYCOB;

- IepuoaMYecKas NpOBEpPKa Ha MPEAMET OTCYTCTBHUS IPOTPaMMHBIX BHPYCOB JKECTKHX
MarHUTHBIX JUCKOB (HE PeXe OJJHOTO pa3a B HE/ENI0) U 00s13aTeNnbHasl IPOBEPKA CHEMHBIX
HocuTenell nHdopMaly nepea HayajaoM paboThl C HUMU;

- BHEIJIAHOBAsl IPOBEPKA KECTKUX MAarHUTHBIX JUCKOB M CHEMHBIX HOCHUTENEW MHpOpMaIUu B
ClIy4ae MOJ03pEHHS Ha HAIMUUE IIPOTPaMMHBIX BUPYCOB;

- BOCCTaHOBJIEHHE PabOTOCIIOCOOHOCTH MPOTPaMMHBIX CPEJICTB U MH(OPMALIMOHHBIX MAaCCUBOB,
MOBPEXACHHBIX TPOrPaMMHBIMH BUPYCAMH.

3. VYNOJHOMOYEHHOE JUI0 OpraHu3alMy [0 AaHTUBHPYCHOM 3amure HHGOpMaun
o0ecreynBaer:

- ynpaBieHue KOHGUrypauuend M JOrH4ecKoid CTPYKTYpPOH BCEro MpOrpaMMHOI0 oOecreueHus
CHCTEMBbl aHTUBUPYCHOM 3aIIUTHI HHPOPMALINY;

- ymnpaBjeHHE YCTAaHOBKOW M OOHOBJIEHHMEM JIMIEH3UOHHBIX KIIIOUEH CpEeACTB AHTUBHPYCHOMN
3alUThl MH()OpMAIIIH;

- YIpaBJIEHHE PAacChUIKOM M YCTAaHOBKOW OOHOBIIEHHMH 0a3 CpelcTB aHTUBHUPYCHOM 3allUThI
uHpOpMaINH;

- OrpaHMY€HHE JOCTyNa IOoJIb30BaTele Ha pabodynxX MecTax K HacTpoilkaM YCTaHOBIIEHHBIX
CPEeICTB aHTUBUPYCHOMU 3aIIUTHI HH(POPMAIINH;

- HaCTPOMKY pacChUIKM COOOIIeHUN 00 OOHapyKEHHH BUPYCOB, O COOSX B paboTe CpEeacTB
AQHTUBUPYCHOM 3aILUTHI U T.I1.;

- yIaJeHHOe peleHue MpolieM, BO3HUKAIONIMX B IMPOIECCe HUCIOIb30BAHUSA CPENCTB
AQHTUBHUPYCHOH 3aIIXTHI HHPOPMALIUH.



4. lacTamsanust ¥ HaCTpOMKa CpesiCTB aHTUBUPYCHOMN 3aIlIUTHI HH(POPMAIIMK OCYIIECTBIISIOTCS B
COOTBETCTBUU C MPOrPAMMHOM U SKCIUTyaTallMOHHON JTOKYMEHTAIUEH,

MIOCTABJIIEMON B KOMILJICKTE C HUMH.

5. KonupoBanue 1000t uHPpOpMAaIIK, IEPEHOCUMON € TTOMOIIbIO JIFOOBIX ChEMHBIX

HocuTelnel nHpopMaIyy, T0JHKHO MPOU3BOJUTHCS TOIBKO TOCIIE TPOBEICHUS MPOLIEAYPHI
MOJIHOTO AHTUBUPYCHOTO KOHTPOJISI ChEMHOT'O HOCHUTETIS.

6. AHTUBUpYCHas  TpOQHIAKTUKA  SBIAETCS  HEOOXOAMMBIM  DJIIEMEHTOM  3allUThHI
MH(OPMALIMOHHBIX PECYPCOB YUPEXKACHUS OT UX MOTUGUKALIMA  YHUYTOXKECHUS. AHTUBUPYCHAS
npoMIaKTUKAa COCTOSHHS CpPEACTB AHTUBHUPYCHOW 3aIlWMThl HMH(OpMAIMK Ha cepBepax u
pabounx CTaHUUAX JOJDKHA MPOBOAUTHCSA IO COTJIACOBaHHIO ¢ aaMuHucTparopamu AB3 B
Hepabouee BpeMs, 3a HCKIIIOYCHUEM BHEIITATHBIX

CUTYalHUi.

4. Iopsimox oOHOBNEHHS 0a3 TaHHBIX CPEJCTB aHTUBUPYCHOM 3alIUTH HH()OPMAIIHH:

- CBoeBpeMeHHOE OOHOBIIEHHE 0a3 JNaHHBIX CPEJICTB AHTHBHPYCHOW 3alIUTHl MH(POPMALUU B
CTPYKTYPHBIX IOJPA3/IEICHUAX SBISETCS HEOThEMJIEMOH dacThio oOecrnieueHus 3(QeKTUBHOM
MOJIMTUKHA aHTUBUPYCHOMU 3aIIUTHI HHPOPMALINH.

- O6HOoBeHUE 0a3 JAHHBIX CPE/ICTB AHTUBUPYCHOH 3aIlUThl HHMOPMALIMK HA pab0UYnX
CTaHLUAX, YCTAHOBJICHHBIX JIOKAIBHO B CTPYKTYPHBIX HOJPA3IEIICHUSX, TOJKHO IPOU3BOJUTHCS
HE peXe OJJHOTO pa3a B HEJEIIO B IOPsi/IKe, yCTaHABIMBAaEMOM agMUHHUCTpatopoM AB3, ¢
yueToM TpeboBaHuil Hactosue MHcTpykuuu.

3. Ha paGouem Mecte agmuHucTpaTopa AB3 MOryT ObITh YCTaHOBJIEHBI CPEICTBA,
no3Bosistomye yepe3 JIBC ynpaBiasiTh KOMIOHEHTaMHU CUCTEMbI aHTUBUPYCHOM 3allUTBHI,
YCTAHOBJICHHBIMH Ha pab0YMX CTAHIMSX U CEpBEpax B CTPYKTYPHBIX MO/Ipa3IE€ICHUsAX, a

TaK)Ke IPOBOIUTH OOHOBIIEHUS 0a3 CPECTB aHTUBUPYCHOM 3alMThl HHPOpManuu. B ciaydae
eciu paboyasi CTaHLUs NoJIb30BaTens He noakitodeHa Kk JIBC, oOHoBieHue cpeacTB
AQHTHBHUPYCHOH 3aIIUTHI HH(POPMAIIMY TPOU3BOIUTCS TIOJIH30BATEIIEM Yepe3 ChEMHBIE

Hocutenu uHdopmarun. IlepuoanuHocTs 0OHOBIEHUS ONPENENIeTCs] IPOrPaMMHBIMU
TpeOOBaHUSMH CPENICTB AHTUBUPYCHOH 3aIIUTHl HH(POPMAITUH UM YCTAaHABINBACTCS
agmuHKMCcTpaTopoM AB3.

5. O6s13aHHOCTH, TpaBa U MOPSAAOK Ha3HAUEHUS

aaMuHucTpatopoB AB3

1. AnmunuctpaTtopsl AB3 00s13aHb1 00ecrieunBaTh COONIOACHNUE B YUPEKIECHUU

HOJUTHUKHA aHTUBUPYCHOMN 3aIIUTHI MH(GOPMALIUU U BBISIBIEHUE (PAKTOB 3apaKeHus
POTPaMMHBIMU BUPYCAMHU.

2. K ocHOBHBIM 3a/1auaM aiMuHUCTpaTopa AB3 oTHOCSATCS OpraHu3aus rnporecca

YCTaHOBKH U OOHOBIICHHS CPEJICTB aHTHBUPYCHOM 3alUTHI HH(OpMAIHN

Ha pabouuX CTaHIMAX MOJIb30BaTeNell U o0ecreyeHne TEXHMUECKOro COPOBOXKICHUS JeHCTBUI
M0JIb30BaTENeH B CydasX OOHapyKEHUs MPOTPaMMHBIX BUPYCOB, a TaKKe OCYIIECTBICHHE
KOHTPOJIS 32 COCTOSIHMEM CHCTEMbl aHTUBUPYCHOM 3aIIUThI HH(POPMALIUH.

3. Aamunuctpatop AB3 HeceT OTBETCTBEHHOCTh: 32 CBOEBPEMEHHYIO YCTaHOBKY

CPEeICTB aHTUBUPYCHOMU 3aIIUTHI HH(POPMAIINH;
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- 32 HKCIUTyaTaIMI0 CUCTEMbI aHTUBUPYCHOM 3aliuThl HH(OpMaIumy;

- 32 CBOEBPEMEHHOE OOHOBIICHHE JIMIIEH3UI HAa CPEJCTBA AaHTUBUPYCHOM 3aIlUTHI

uHpOpMaINH;

- 32 CBOEBpEMEHHOE OOHOBJIEHUE 0a3 TaHHBIX CPEJCTB AHTUBUPYCHOM 3aIIUThI

UHpOpMaLINH.

4. Anmunuctparop AB3 umeer npaso:

- BHOCUTB TPEJIOKEHHSI [0 COBEPIIEHCTBOBAHUIO CUCTEMBI AHTUBUPYCHOM 3aIlUTHI
MH(POPMALIUU B CTPYKTYPHBIX NO/Ipa3AeIeHUAX 00pa30BaTEIbHOIO YUPEKACHUS;

- IPUHUMATh y4acTHE B TUNIAHUPOBAHUN MEPOIIPHUATUIN 10 aHTUBUPYCHOH 3aIuTe



uH(OpPMALIMK B OPraHU3alMY U MJIAHUPOBAHUM OCHALIICHUS CPEICTBAMU aHTUBUPYCHOM 3aIlIUTHI
UH(POPMALUU CTPYKTYPHBIX MOAPa3ACICHUN;

- OCYILECTBJISATH KOHTPOJIb COCTOSIHUS CPEJCTB aHTUBUPYCHOW 3alIUTHI HH(OpMAIIUU

B CTPYKTYPHBIX MOAPa3CICHUSIX;

- IPOBOJIUTH CITY)KEOHBIE MPOBEPKU 1O (haKTaM 3apaskeHHs! IPOrPaMMHBIMH BUPYCaMH
aBTOMATU3UPOBAHHBIX CHCTEM 00pabOTKH MH(OPMALIMU U CPENICTB BBIYUCIUTEIBHON TEXHUKU
B CTPYKTYPHBIX MOpa3aeNCHUsIX 00pa30BaTeIbHOTO YUPEKICHHS,

- OKa3bIBaTh IIOMOIIb B PEIIEHUH ITPOOJIEM, BOZHUKAIOIIUX IIPH SKCIUTyaTalluy CPEJICTB
AQHTUBHUPYCHOH 3aIIUTHI HH(POPMALIUU B CTPYKTYPHBIX MO/IPa3ACICHUAX 00pa30BaTEIbHOTO
YUPEKACHUS.

5. Haznauenue anmunuctparopoB AB3 opranuszanuu oCymecTBIsI€TCS HA OCHOBAaHUU
IprKa3a 1o 00pa3oBaTEIbHOMY YUPEKICHUIO € 00513aTEIbHBIM OTPAXKEHUEM 00513aHHOCTEN B
JIOJKHOCTHOM MHCTPYKLIMH.

6. O0s13aHHOCTH aIMHUHHUCTPAaTOpoB AB3 MOryT coBMemaTh JOJKHOCTHBIC JIUTIA,
Ha3Ha4YCHHbIE aJIMUHUCTPATOpaMu 0a3 JaHHBIX (aBTOMAaTU3UPOBAHHBIX MH(POPMALIMOHHBIX
cucrem), cneunanuctel U'TC. Anqmunuctpatopamu AB3 He MOTYT OBITh JOJKHOCTHBIE JIULIA
CTOPOHHUX OpraHu3auui. JloJIKHOCTHBIE JINIIA, UCTIOJIHAIOINE 003aHHOCTH aIMUHUCTPATOPOB
AB3, yTBepxaaeTcs NpruKa3oM pyKOBOAUTEINS 00pa30BaTEILHOTO YUPEKICHUS.

7. O6s13aHHOCTH aAMUHKUCTpaTOpoB AB3 opranusanuu 1pyrue jauia MOryT UCIIOJIHSTh
TOJIKO Ha OCHOBAHUU NPHKAa3a PyKOBOAUTEJIS OPTraHU3alUN O BPEMEHHOM UCIIOJHEHUN
o0s3aHHOCTEN anMuHucTpaTopa AB3, B KOTOpOM yKa3aH CpOK MCIOJIHEHUs 00s13aHHOCTEN
agmuHuctpatopa AB3.

6. O0s13aHHOCTH N0JIb30BATENIEN CPEICTB AHTUBUPYCHOM

3alUThl HH(OpMAIUU

1. ITonb30BarTenb 00513aH N3YUUTh HACTOALLYI0 MHCTPYKIIMIO M 03HAKOMUTHCS C
HE00XO0/IMMOCTBIO HECEHUS] OTBETCTBEHHOCTH 3a BBINOJIHEHUE €€ TPeOOBaHU 0] POCIIHCH.

2. [lonp3oBarensm 3ampeniaeTcs:

- OTKJIOYATh CPEJICTBA aHTUBUPYCHOMN 3aIlIUThI HH(pOPMALIUK BO BpeMsl padoThI;

- MCII0JIB30BATh CPEJICTBA aHTUBUPYCHOM 3alIUTHl HHPOPMAIIUH, OTJINYHBIE OT
noanepxkuBaeMblx U TC, nepedeHb KOTOPBIX JOBOAUTCS 10 cBeaeHus noib3oBateneil U TC nnn
aamuHHuCcTpaTopoB AB3;

- 6e3 pazpemenus aamunuctparopa JIBC u agmunauctpatopa AB3 konupoBath aro0ble
(aiinbl, yCTaHABIMBATh U UCIOJIb30BaTh JIF00O0OE MPOrpaMMHOE OOEeCIieueHuE, He
NpeHa3HAYSHHOE [T BBIMOJIHEHUS CIY)KEOHBIX 3a]1a4.

3. BBog uHdopmanuu ¢ MarHUTHBIX, ONITUYECKUX, MATHUTOONITUYECKUX U JIFOOBIX

JPYTUX ChEeMHBIX HOCUTEIeH HHpOpMalUK HecayKeOHOro XapakTepa JI0JKeH
OCYIIECTBIISATHCS MOJIb30BATENEM TOJIBKO C pazpenieHust agmuaucTparopos JIBC win
agMuHKMCcTpaTopoB AB3.

4. B cnyuae nosiBjeHUs OJIO3PEHUN HAa HaJW4Ke MPOrpaMMHBIX BUpYycoB B JIBC
NOJIb30BATENH JJOJDKHBI HEMEUIEHHO TPOMH(OPMUPOBaTh 00 3TOM anMuHucTparopa AB3. B
ClIy4ae BBISIBJICHHS MHIIUJEHTOB ((aKTOB U T.I1.), CBA3aHHBIX CO COOSIMU B paboTe CPEICTB
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AQHTHUBHUPYCHOM 3aIIUTHI, TOJI30BATENh 00s3aH HE3AMETUTEIILHO COOOITUTE 00 TOM
OTBETCTBEHHOMY 32 MH()OPMAITMOHHYIO O€30MIaCHOCTh U TEXHHUUECKYIO 3alUTY UH(OpMaIK
UTC.

7. Iopsnok neicTBUi NOIb30BaTENEH U afiMUHUCTpaTopoB AB3

pu 0OHAPYKEHUHU BUPYCOB

1. OCHOBHBIMH IYTSIMU IPOHUKHOBEHUS BUPYCOB B HH()OPMAIIMOHHO - BHIYUCIUTENbHYIO
CETh OpPraHU3allUHU SBJSIOTCSA: THOKHE MarHUTHBIE IUCKH, KOMIIAKT-UCKU, HHbIE ChbEMHBIE
HaAKOMHUTENN MHPOPMALIUH, HJIEKTPOHHAs 1ouTa, (hailyibl, mojyyaemble u3 cetu VIHTepHeT, paHee
3apakeHHble pabouune cTaHIMU. B ciryyae oOHapy»KeHusl IPOrpaMMHBIX BUPYCOB ITPU BXOJJHOM
KOHTPOJIE OTUYXAaeMbIX HOCUTEJIEeH HHPOpMaLny, (paifIoB MK ITOYTOBBIX COOOIICHHIHA,



MOCTYMUBIINX B CTPYKTYpHBIE MOAPA3IeICHHs], OIb30BaTEb JOIDKEH:
- IPUOCTAHOBUTH MPOILIECC IpUeMa-niepeau nHpopmannu;

- coo0MTh aAMUHUCTpaTOpy AB3 min oTBETCTBEHHOMY 32 HH(OPMAILIMOHHYIO
0e30macHOCTh M TexHuuYecKyro 3amuTy napopmanuu UTC o pakre oOHapyxeHHS
IPOTPaMMHOTO BHPYCa;

- IPUHSATH 110 COTJIACOBAHUIO C aIMUHUCTpaTopoM AB3 Mepsl 1o JoKalIu3auu u

YIAJIEHUIO IPOTPAMMHOTO BUPYCa € UCIIOJIb30BAaHUEM CPEJCTB aHTUBUPYCHOM 3aIUThHI
nHpopmanuu;

- coo0UMTH 0 (pakTe OOHAPYKEHHSI TPOTPAMMHOTO BHPYCa B CTPYKTYPHOE

nojipa3zielieHue, U3 KOTOPOro MOCTYIHIIN 3apaKeHHbIE ChbEMHBIE AJIEKTPOHHBIE HOCUTEU
uHpopManuu, (Gpanasl UM MOYTOBBIE COOOIICHHS.

2. Ilpu obHapy>keHUU IPOrpaMMHBIX BUPYCOB B IIpoliecce 00padoTku HHGopMaIun
MOJIb30BaTENb 00s3aH:

- HEMEJIEHHO NPUOCTaHOBUTH BCE PaOOTHI;

- c000muTh agMuHUcTpaTopy AB3 miin oTBETCTBEHHOMY 32 MH(OPMALIMOHHYIO
0e30macHOCTh U TexHuueckyto 3amuty nHpopmaiuu UTC o dakre oOHapyxeHUs
IPOTPAMMHBIX BUPYCOB;

- IPUHSATH 110 COTVIACOBAHUIO C aIMUHUCTpaTopoM AB3 Mepsl 1o JoKalu3auu u

yIQJICHUIO IPOTPAMMHOTO BHUPYCa C UCIIOJIb30BaHUEM CPEJCTB aHTUBUPYCHOM 3aIUThI
uHpopmanuu.

3. IlporpaMMHBI€ CpecTBa OOIETo U CHENHAIBLHOr0 Ha3HAYCHHS, UCTIOJIb3YEMBIC B
CTPYKTYPHBIX TOJIpa3feNieHusX sl 00paboTku nH(OpMALIUK, OTHECEHHOM! K CIyeOHOI TaiiHe,
B Cllydae OOHapYKEHHUsI IPOTPAMMHBIX BHPYCOB TOJIEKAT 00s3aTEILHOMN MEPEYCTaHOBKE C
pabourx KOMMii STanoHa.

4. ITpu HEBO3MOKHOCTH JIMKBUIAIMH [TOCIIEICTBUI 3apakeHUs! IPOTPAMMHBIMHU

BUpycaMu aaMuHuctparopy AB3 Heobxoaumo:

- 32apXUBUPOBATH 3apakeHHBIE (PAIIB C BHEAPEHHBIMH MPOTPAMMHBIMHI BUPYCaMH U
HalpaBUTh C IPUI0KEHUEM COOTBETCTBYIOILIETO COITPOBOIUTENHHOIO JOKYMEHTA B
OpTaHU3aINIo, OCYIIECTBIIIONIYI0 TEXHUIECKYIO TIOIEPIKKY IKCIUTYaTalliu CPEJICTB
AHTUBHUPYCHOM 3aIIUTHI HH(POPMALIHH;

- OCYIIECTBHUTH MOJHYIO NMEPEyCTAaHOBKY MPOTPAMMHOTO 00ECTIeUeHHS Ha 3apaKEeHHOM
KOMITBIOTEPE.

5. IIpu nonydyennn nHGOPMAIIMKI O BO3MOXKHOM HapyIIEHUH OO BBISIBICHUH (paKTa
HapyleHus TpedoBaHuil HacTosAed MHcTpykunu paboTta Ha pabodel CTaHLUU TaHHOTO
TIOJI30BATENSI HE3aMeIIUTEIBHO OJIOKUPYETCS MO PEIICHHIO aqgMUHUCTpaTopa AB3.

6. Bece hakThl MonnpuKauy U pa3pylieHns JaHHBIX Ha CepBEpax MM pabounx

CTaHIUSAX, 3apAKEHUE UX BUPYCAMH, a TAaKXKe OOHApYKEHUE IPYTUX BPEAOHOCHBIX MPOTPaMM
KJIaccu(UIUPYIOTCS KaKk 3HaYMMble HapyIleHUs! UH(QOpMAIIMOHHON 0€301acHOCTH U TOJKHBI
aHATM3UPOBATHCS TTOCPEIICTBOM TIPOBENIEHUS CITYKEOHOTO Paccie]OBaHus, IPOBOJAUMOTO IO
NPUKa3y pyKOBOAUTENS 00pa30BaTENIbLHOTO YUPEKACHUS.

8. OTBETCTBEHHOCTH 32 BBINIOJHEHHE TpeboBaHui HCTpyKIIMN

1. 3a Hapymenue Hactosiedt MucTpykiun anmuuuctparop AB3 u noibs3oBaTtenu HecyT
OTBETCTBEHHOCTb, YCTAHOBIIEHHYIO JEHCTBYIOIIUM 3aKOHOAATeNbCTBOM Pocculickon denepanuun
¥ HOPMATHUBHBIMU IIPABOBBIMH aKTaMH.

2. PykoBOIUTENH CTPYKTYPHBIX 110/Ipa3/ieJIeHUi HECYT OTBETCTBEHHOCTD 32

BBITMIOJTHEHHE MEPOIIPUATHI 110 aHTUBUPYCHOM 3a1uTe HH(GOPMaIlMU Ha CPEICTBAX
BBIUMCIUTEIbHON TEXHUKH, dKCILUTYaTUPYEMBIX IOJYMHEHHBIMU JI0JPKHOCTHBIMU JIMIIAMHU, U 32
03HaKOMJIEHHE UX (II0JI pOCHHCh) ¢ HacTosle MHCTpyKkiue B CBOeM CTPYKTYpHOM
MOAPAa3/ACIICHUH.

3. HemocpencTBeHHYIO OTBETCTBEHHOCTH 32 COOJIIOICHHUE B TIOBCETHEBHOM JIEITEILHOCTH
YCTAHOBJICHHBIX HOPM 00ecrieueHHsI aHTUBUPYCHOM 3alIUTHl HH(OPMAIMK Ha CBOMX PabOUMX



MeCTax, B TOM YHCJIIE 32 CBOEBPEMEHHOE OOHOBIICHIE aHTUBHUPYCHBIX 0a3 CPEICTB
AHTUBUPYCHOMU 3aIUTHI HH(GOPMALIUHU U MOTYYEHHE HOBBIX JIMIEH3UOHHBIX KIIIOUEd, HECYT
M0JIb30BATENH, 32 KOTOPHIMH 3aKPETICHBI CPEJICTBA BHIYMCIUTEIbHON TEXHUKHU.

4. B cmyuae HapymieHus: TpeboBaHui HacTosmed MHCTpYKITUH, CBSA3aHHBIX C

MPUMEHEHHUEM TI0JIb30BaTEJIEM CPEJICTB aHTUBUPYCHOM 3aIIUTHI MH()OPMAIINH, TIOJIH30BATEIb
HECET NEPCOHATIbHYIO OTBETCTBEHHOCTD, YCTAHOBIICHHYIO JI€HCTBYIOIIUM 3aKOHOIATEIbCTBOM
Poccwuiickoit deaepanuu v TOKATBHBIMU HOPMATHBHBIMU aKTaMU 00pa30BaTeIbLHOTO
YUPEKICHUS.

5. OTBETCTBEHHOCTD 32 BBINOJIHEHHE TpeOoBaHuil HacToserd MHCTpyKInu
agMuHucTpaTopamu AB3 HecyT HenmocpeACTBEHHO aaMuHUCTpaTopel AB3 u pykoBoauTtenu
MoJIpa3/ielieHni, B KOTOPBIX paboTaroT aAMUHUCTPATOpbl AB3.

9. IlopsaoK OCHaIEHUs OpraHru3aluy CPEeICTBAMU AaHTUBUPYCHOM

3alUTHl UH(OPMAIHH

1. OcHaleHue cpecTBaMU aHTUBUPYCHOM 3aIIUThl HH(POPMAIUH SIBISIETCS BUJIOM
MaTepUaIbHOTO 00ECIICUCHHS i OCYIIECTBIIICTCS B 00pa30BaTEILHOM YUPEKICHUN
LEHTPAIN30BAHHO.

2. [lepenaya Moy4eHHBIX CPEICTB AaHTUBUPYCHOM 3aIIUTHI HA OOBEKTHI, HE BXO/ISIINC

B COCTaB OpraHU3alliy, 3alpelleHa. 3a HECAHKIIMOHUPOBAHHOE PACIIPOCTPAHEHHUE CPEJCTB
AHTUBHUPYCHOM 3aIIUTHI MH(POPMAIIMKM BUHOBHBIE HECYT OTBETCTBEHHOCTh B COOTBETCTBUH C
3aKoHoaTenbCcTBOM Poccuiickoit @enepaunu.



